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I.  HOW TO USE THIS DOCUMENT

This document has two purposes:

Purpose 1: Template

This document forms a template for designing an individual service operational specific information sharing protocol called a Operational  Personal Information Sharing Agreement. All Operational  Personal Information Sharing Agreements should include the sectional headings that are included in this document as shaded boxes. 

For Example
	1.1  Scope


Purpose 2: Example

The text that follows each sectional heading will be specific to the purpose of each Operational Personal Information Sharing Agreement. However, in this document text is included below each sectional heading in order to provide an example of the type and level of information required. It provides an example of how a completed Operational  Personal Information Sharing Agreement could look.

Parts of the text that follow the sectional headings appear in a blue colour font. This is to indicate where appropriate text may be inserted, as the basis of a an Operational  Personal Information Sharing Agreement.

For Example:

	The following agencies are party to this Operational Personal Information Sharing Agreement -
xxxxxxxxx

xxxxxxxxxxx

xxxxxxxxxxxxx
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	1. INTRODUCTION



This Operational Personal Information Sharing Agreement template has been established to enable partner organisations to develop service specific agreements detailing the exchange of information to enhance service delivery.


The document sets out the structure of an Operational Personal Information Sharing Agreement, details the purpose of each section and suggests what should be included in each section of the agreement.


Use of this template applies to all agencies that are party to the protocol.  Each developed service specific operational agreement must be agreed by Operational Management and approved by the appropriate Executive/Senior Operation Lead/Information Lead or Caldicott Guardian, and be registered with the Multi-Agency Information Governance Group. 


Where third party contractors/suppliers are involved then the agency involving them is responsible for ensuring that the principles of data sharing are observed by the contractors/suppliers.

The Template
The outline structure for and suggested content of the template are as follows:

	Section 1.     Overview


	1.1  Scope


	•  The community/patient/client group/geographical area within which it applies.


This agreement is applicable to the following information area
xxxxxxxxxxxxx
	•  Legislation supporting the agreement


The following is the legal basis on which this agreement will operate -
 Examples:


Vires, implied powers or statutory regulations.


Data Protection Act 1998


Children & Young Peoples Act

	1.2  Parties to the Agreement


	•  List the agencies that have signed up to the agreement.


The following agencies are party to this Operational  Personal Information Sharing Agreement -

Xxxxxxxxx

Xxxxxxxxx

	•  If appropriate, list the exceptions or exclusions.


The following agencies are not party to this agreement in respect of sections -
Xxxxxxxxx
Xxxxxxxxx

	1.3  Background


	•  Description of the need, the legislation, the directive that has necessitated its development.


The need to conduct this personal information processing is due to -

Xxxxxxxxx  xxxx xxxxxxxxxx xxxxxx
	1.4  Development Process


	•  The methodology, those consulted and those responsible for its development.


The following method(s) and groups consulted are - 

Xxxxxxxx

Xxxxxxxx


Xxxxxxxx
	1.5  Document Control


	•  Status, version no., authors, date effective from and date of review.


This document and any amendments to it must be carefully controlled.  See the Version Control on page 1.
	Section 2.   Objectives


2.1 
The objectives of the document should be clearly stated.  This will avoid any possible confusion between the objectives of the document (i.e. to formally record the process of sharing information, the legal standing of the document and its management process) and the objective behind the need to share information (e.g. ensuring individuals receive all due entitlements, protecting their health). 

2.2 
Therefore the objectives of the document must be stated not the objective of the information to be shared.

	Section 3.   General Principles


3.1 
Set out and make clear the principles and beliefs, which underpin information sharing between the parties.

3.2 
Document the statutory framework and guidance relevant to the information community involved in the agreement (e.g. the Cross Government Guidance on Information Sharing issued by the [name Govt dept).  

3.3 
Principles need to reflect the local operational environment, i.e. practical workable solutions.

3.4 
It should be written in clear unambiguous language so that public, service users, service suppliers, etc can understand the duties and responsibilities of parties to the agreement, to protect confidentiality and to share information.

3.5 
The principles should set out the aims of the agreement in terms of:

1. The requirement to share information and the dangers of not sharing it.
2. Duties of the parties to share information to protect confidentiality as defined by statute, professional codes of conduct, contracts of employment

3. The need to ensure that staff are aware of their responsibilities

4. The responsibility to deal with breach of confidentiality

5. The need to inform [name service users and other contacts] about the information which agencies wish to share and the purposes for which it is shared

6. The rights of individuals to determine who is given access to information about them and how agencies intend to address their rights (e.g. consent)

7. The rights of individuals to have access to their records

8. The rights of the individual to refuse to allow information about them to be disclosed

9. The use of de-personalised data when the purpose does not require the identification of the individual

10. The rights and duties which agencies have under statutes to disclose information without consent

11. The responsibilities in relation to records of the deceased.

12.
 Where organisations share pooled information the guidance in Section 4.3.6 must be considered 
13. 
When common protective markings are used (e.g. ‘restricted’, ‘confidential’) guidance in Section 4.3.7 must be considered.
 14. 
Information security arrangements must consider 4.3.8 
	Section 4.   Local Arrangements


This section should set out specific local arrangements agreed to ensure information is shared in accordance with the principles detailed above.

	4.1 
Structures and Responsibilities


Reflecting scope, sensitivity and complexity.

1. Who will have responsibility for agreeing, reviewing and amending the agreement.
2. Who has the responsibility for controlling access to personal information held.
3. Who has responsibility for ensuring the security of information transferred.
4. Who is responsible for monitoring the use of and adherence to the agreement.

Problems and concerns arising from operation of the agreement should be referred to the appropriate Information Lead/Caldicott Guardian who should inform and consult the Multi-Agency Information Governance Group.

5. Who is responsible for disseminating information/guidance to stakeholder groups.
6. Who is responsible for the day-to-day management.
7. Who is responsible for third parties, sub contractors and suppliers compliance to the requirements of the protocol.
8. Who is the main contact for advice and guidance should a person be in doubt in complex cases.       
	4.2 
Defined Purposes


The purposes for which agreement has been reached to share information should be recorded highlighting any exclusion.  This section should also refer to  any requirement to use information for further purposes.

	4.3 
Joint Procedures


Reference is made here to the procedures that have been established to deal with issues associated with disclosure.

1. Procedures for obtaining, recording and reviewing the giving of,  withholding of, or withdrawing of consent.

2. Procedures for dealing with cases where a [name service user] is unable to give consent for information to be shared, and sharing is in the best interest of the individual.

3. Procedures where consent is withheld and organisations have a right/duty to disclose information.

4. Procedures to deal with breaches and complaints (refer to the Joint Agency Protocol for Sharing Personal Information - Reporting breaches of the Protocol procedure).  This should include informing other agencies where necessary.
5. Procedures for agreeing data sets to be transferred.  This should include justifying the need.

6.
Where organisations share pooled information the information governance requirements should be clearly stated to ensure that the roles and responsibilities of individuals are clearly defined, agreed and communicated in writing
7. 
 When common protective markings are used (e.g. ‘restricted’, ‘confidential’) the meaning of each marking should be clearly defined and agreed by all parties.

8. 
A written procedure should be agreed to confirm the minimum secure storage requirements and the methods of transmission of different types of information.

	4.4 
Service Level Agreements


This section should set out the procedures agreed to meet the purposes.

1. The data to be provided by each organisation

2. The start date, frequency, format, quality

3. Procedures for the routine transfer of anonymous data

4. Procedures for routine transfer of, or access to, patient identifiable data

5. Procedures for reviewing the continued need for transfer

6. Procedures for dealing with requests for additional data items

7. Procedures for submitting a request for non-routine transfer of or access to information

8. Agreements on the quality and timeliness of data.  Any inaccuracies in data should be corrected and communicated by the identifying/controlling agency to all other sharing agencies.
	4.5
Access and Security


1 
Details of how ‘need to know’ access is determined

2 
Details of how access will be controlled

3 
Methods of access provided (direct access to systems, transfer, reports or verbal)

4 
Security arrangements in respect of all transfer methods

5 
Period for which information can be held

6 
Notification of intention to destroy records

7 
Information security standards which have been adopted or apply (e.g. BS7799)

8 
Storage arrangements for information disclosed

9. Arrangements for ensuring information is only used for the purposes agreed

10. Restrictions on further uses of information

11. Details of the departments, posts, teams who will have access to the information.

12. Maintenance of an adequate audit trail to confirm who has accessed information, what information, when and the purpose of access.

13. Log of amendments and deletions made to the information, when and by whom.

	4.6 
Dissemination/Circulation of Agreement


This section should set out the process for ensuring staff are aware of the agreement and should include arrangements for training new and existing staff.

	4.7 
Monitor and Review Process


1. Regular security and system audit

2. Day-to-day management arrangements

3. Who will review this Tier 3 document and when.

	4.8 
Indemnity


1.
Each partner should strongly consider having indemnities in place to protect them against any claims, losses, liabilities or costs that are suffered as a consequence of any information being, for example:

· Wrongly disclosed

· Disclosed as a result of any negligent act

· Incorrectly dealt with as a result of an omission by any partner
2.
Each party is strongly recommended to include an Indemnity Clause in each Tier 3 document.

3.
An example statement is:

Indemnity agreement

Each partner agency will indemnify the others using the following pro-forma:  

In consideration of the provision of information in accordance with the proposed agreement between the partner agencies identified in the signature sections of Tier2(5.2) and Tier3(6.2) the granting partner (i.e. the appropriate partner identified in sections Tier2(5.2) and Tier3(6.2)) other than the partner claiming the benefit and who should be granting the indemnity to the partner claiming the indemnity) undertakes to indemnify any of those partners included in this Joint Agency protocol for Personal Information Sharing/Personal Information Sharing Agreement against any liability which may be incurred by one of the agencies as a result of the provision of such information.  

Provided that this indemnity shall not apply where the liability arises from information supplied which is shown to have been incomplete or incorrect (i.e. where the information does not comply with the fourth data protection principle) unless the partner claiming the benefit of this indemnity establishes that the error did not result from any willful wrongdoing or negligence on its part;

Further this indemnity shall not apply unless the agency claiming the benefit of this indemnity notifies the granting agency as soon as possible and no later than seven days from the date that gives rise to any action, claim or demand to which this indemnity applies of such action, claim or demand, permits the granting agency to deal with the action, claim or demand by settlement or otherwise and renders the granting agency all reasonable assistance in so doing 

This indemnity shall not apply to the extent that the agency claiming the benefit of the indemnity makes any admission which may be prejudicial to the defence of the action, claim or demand.    

The form of indemnity should be signed and dated by the nominated officer of the partner organisation identified in sections Tier2(5.2) and Tier3(6.2). 

I have read, understood, and agree to abide by  the terms and conditions of this protocol.
	4.9 
Definitions


For the sake of clarity, an explanation of terms and abbreviations should be included.

	Section 5.   References


References to relevant statutes and any linked or related agreements and procedures should be recorded here.

	Section 6.   Agreement


This section should include a statement that the undersigned have agreed to adopt and adhere to the agreement.

	AGREEMENT


	6.1   Undertaking


6.1.1 
Agencies that are party to this protocol agree to follow the principles detailed in the protocol and to develop standard procedures in line with the strategic goal of [name the goal].  

For example:
For Children & Young People the strategic outcome is .............

1. Being healthy                             }

2. Staying safe                               }       [This section will be variable
3. Enjoying and achieving              }        depending on the service.]
4. Making a positive contribution    }

5. Achieving economic wellbeing.  }

6.1.2 
As such they undertake to:

1. Implement procedures within their agency to ensure confidentiality of personal information in line with the ‘One Barnsley – Personal Information Sharing Charter’

2. Ensure that staff adhere to the procedures and structures set out in this agreement by a commitment to raising awareness through appropriate training and promotion of the agreement.

3. Investigate any breach or complaint in accordance with each agency’s normal procedures.
4. Audit compliance with this agreement within their agency

5. Ensure that all established service-specific operational personal information sharing agreements for the sharing of information are consistent with the principles of this agreement.
6. Ensure that where these procedures are adopted, no restriction will be placed on the sharing of information other than those specified within service-specific operational personal information sharing agreements.

	6.2   Signatures


	Agency
	Nominated Officer
	Officer  Position
	Signature
	Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	APPENDIX A  Information Sharing Framework to Support Partnership Working


	Tier 1: One Barnsley – Personal Information Sharing Charter

A strategic overarching document based on agreed common principles that underpin the disclosure, sharing and exchange of information between Partner Agencies to fulfil the Community Plan.

Signatories are likely to be Chief Executive Officers from all Strategic Partnership Agencies

	(


	Tier 2: Personal Information Sharing Protocols

These managerial policies define in more detail the general purposes for which information will be shared.  Agencies are grouped together to create ‘information communities’ in which the exchange of information is essential to the delivery of a shared objective.  Examples of such communities are: 

· Children and Young People

· Healthier Communities and Older People

· Safer and Stronger Communities

Signatories are likely to be Executive/Senior Operational Leads, Information Leads or Caldicott Guardians from each partnership agency within the relevant ‘information community’

	(


	Tier 3: Specific Operational Level Sharing Agreements

Sharing Agreements form the operational level of the framework.  They define the specific details of the information flows that support the Information Sharing Protocol developed by each ‘information community’.

Examples may include:

· Safeguarding Children and Mental Health Services

· Police and Education Services

Signatories are likely to be Operational Managers
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